Sub-processor List

The Company uses the following sub-processors to assist in providing the Services. Depending upon the Services ordered as set out in the Agreement, the sub-
processors include:

Sub-processor

Amazon Web
Services, Inc.

Aut O’Mattic A8C
Ireland Limited
(Gravatar)

ChargeBee Inc.

Cloudflare Inc.

DeepL SE

Purpose

cloud services
provider, data
storage, hosting
and backups

Account data
enrichment
services

Billing
management
services

DNS Services

Machine
translation
services

Data

All application data except
payment details.

Email address

Personal details of billing
contacts.

Data provided by website
visitors, customers and
administrative users, public
DNS resolver users, end
users, registrants

All customer provided data
that needs to be translated
within the Services.

Sub-processor |Transfer

Location Mechanism

USA SCCs

Ireland EU - not
required

USA SCCs

USA SCCs

Germany EU - not
required

Supplemental Measures

Encryption of data in transit and at rest.
Encryption key stored in the EU.
DPA

None required.

Data is encrypted at rest and in transit.

https://www.chargebee.com/security/#gdpr

https://www.chargebee.com/privacy/dpa/

Encryption of data at rest and in transit.

DPA

None required.

Contact Details

AWS Compliance contact us

410 Terry Avenue North,
Seattle, WA 98109-5210, USA

privacypolicyupdates@automatt
ic.com

Grand Canal Dock, 25 Herbert
PI, Dublin, D02 AY86, Ireland

privacy@chargebee.com

340 S Lemon Avenue, #1537,
Walnut, California 91789,USA

privacy@cloudflare.com

101 Townsend St., San
Francisco, California 94107,
USA

support@deepl.com

Maarweg 165 50825 Cologne
Germany



Functional
Software Inc.
(Sentry)

Google LLC

Helpscout PBC
(Trello)

Linode LLC

LTD ConvertAPI

Netlify Inc.

Pusher Limited

Error logging
services

cloud service
provider,
translations, email
and calendar
services

Help desk
services for
customer support
queries

Hosting services
provider

Document
manipulation
services

Hosting services
provider

API hosting
services

Personal identification data: USA
full name, address, email

address and activity log.

Financial data: tax ID, VAT
number, bank account
number, invoices, and credit
notes

SCCs

All customer provided data USA
that needs to be translated

within the Services and stored

in Google Workspace,

including the content of emails

and in calendars.

SCCs

Customer emails and any USA
content in them. User’s

searches in our Help Center.

SCCs

All customer provided data. USA SCCs

EU - not
required

All customer data within the Lithuania

Services.

All customer provided data. USA SCCs

Activity on the platform (eg. UK
Application events) and

EU Adequacy
Decision

Encryption of data at rest and in transit.

DPA

Encryption of data in transit and at rest for Google
Cloud Platform and Google Workspace.

External Encryption Key storage outside of Google's
technical infrastructure.

DPA

Data Processing Amendment

Data Transfer Mechanisms

Data is encrypted at rest, including 3rd party keys
stored by Apps.

DPA

Encryption of data in transit.

DPA

None required.

Encryption of data in transit.

DPA

None required

legal@sentry.io

45 Fremont Street, 8th Floor,
San Francisco, CA 94105, USA

https://cloud.google.com/

Googleplex. 1600 Amphitheatre
Pkwy, Mountain View, CA
94043, USA

dpa@helpscout.com

100 City Hall Plaza, 5th Floor;
Boston, MA 02108, USA

support@linode.com

249 Arch Street, Philadelphia,
PA 19106, USA

support@convertapi.com

Lauksargio 111, Vilnius, LT-
10105, Lithuania

privacy@netlify.com

44 Montgomery Street, Suite
300, San Francisco, California
94104, USA

dataprotection@pusher.com




Webflow Inc.

Wildbit LLC
(Postmark)

Website hosting
services

Transaction
emails and
newsletter
provider

customer provided data that
needs to be translated within

the Services.

Data provided by website USA SCCs
visitors.

Email addresses, IP USA SCCs

addresses, contents of emails,
cookies and similar
technologies collect
information about user’s
location, device information
and log information

Encryption of data in transit and at rest.

https://webflow.com/security

Encryption of data at rest and in transit.

Security
DPA

Eighth Floor 6 New Street
Square, New Fetter Lane,
London, England, EC4A 3AQ,
UK.

privacy@webflow.com

398 11th Street, 2nd Floor San
Francisco, CA 94103, USA

privacy@wildbit.com

12 Penns Trail, #521, Newtown,
PA 18940, USA




